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Gidi thiéu
CHUNG TOI LA

CHUYEN GIA VE WEB

Tu kinh nghiém vd@i cac du an outsourcing web
development vdi cac thuong hiéu I6n tai New York
va Melbourn, Code T6t ra ddi va cung cap dich vu
chuyén sau vé Web Development cho khach hang
tai Viét Nam.

Chung toi tap trung vao trai nghiém nguoi dung,
tang téc website, xay dung hé thong ca nhan hoa
cho moéi doanh nghiép trén nén tang web.



THU'C TRANG

Tan suat tan cong website tang v&i nhiéu hinh thirc da dang

Céac website bi tan cong thong qua cac cong cu tu dong, bi do quét lién tuc va
thuwong xuyén bat ké ngay dém. Hinh thirc tan cong da dang va cé su thay doi,
bao gom ca tan cong ha tang, bdo cdo ban quyén so.

Thiét hai nghiém trong

Bao gom thiét hai vé kinh té (gian doan truy cap, gian doan céc chuong trinh
quang cdo ,marketing, mat dir liéu), thiét hai vé nhan hiéu (thuong hiéu mat
uy tin)

WordPress la mot hé thong pho bién

Véi 42% website toan cau lam'bang WordPress, day la‘'mot rdi ro cho moi
website dugc lam tir WordPress. Ma nguén ma, nhiéu plugin va theme dugc
phat trién bdi cac bén co trinh do khac nhau, dé 1a co hoi cho cac hoat dong
tan cong bao mat.
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MA NGUON MO

M3 nguon core cua WordPress va nhiéu
plugin/giao dién mién phi la kho dir liéu
source code khong 16 dugc cong bod cong
khai.

BAN QUYEN PHAN MEM

Nhiéu ban quyén phan mém tra phi duoc chia
sé cong khai hodc mua ban nhung cé thé
khong an toan, chira malware.

HA TANG

Khong khé dé st dung trén cac ha tang, nhung
rdi ro bao méat cung céc van dé ky thuat chua
duagc tinh dén.



Cac phwong phap
tan cong WordPress

Khai thac 16 hdng phién ban cii
e Core WordPress
e Plugin WordPress
« Theme WordPress

.
Khai thac 16 h6ng phd bién
: e« SQL mjection /
e TanN cc”rng DDeS_ . %
;_fﬂ;—-i'ﬁn cong Tal khoan quan T.rl
e Tan cong DNS :
e Tan cong API

e Tan cobng spam



Cai dat 1 plugin WAF trén website

e Ninjafirewall

» Wordfence

e Solid Security

e All in one Security

PHONG TRANH
TAN CONG

BACKUP di¥ lieu web va source code dinh ky

e Lwu 1 ban tai Hosting

e Lwu 1 ban tai moi trwong Cloud (.Google D.rlve OneDrlve S?;)

e Lru 1ban treﬁ may t|nh
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Bao tri website dinh ky

« Nang cap core WordPress, theme va
plugin dinh ky

o Dam bao céac tiéu chuan code trong
gua trinh str dung va nang cap web

e Tach biét gilra source code va moi
trro'ng production

+ ‘Co hat canh bag website downtime,

“website hi tdn.cong IGn.qua email
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KHAC PHUC WEB
Bl TAN CONG

1.Tim ban sao lwu dit liéu gan nhat hoac sach nhat
2.Tién hanh khoi phuc website lai trén mot mdi tredng hosting/VPS khac
3.Tién hanh kiém tra source code

a.Kiém tra source code core WordPress xem c6 sinh file la hodc bi stta khdng

.

b.Kiém tra cac plugin va tat cac plugin nghi ngo
Ci Kiém tra giao dién va xem cac file c6 thé khdong nam trong céu tric .
. d Klem tra thu muc wp- content/u?loads xem co cac file PHP .py hoac thw muc sinhra *
khong giong thong thu’0’ng - \ RS
4.Caitréng 1 ban. WordPress mgi nhat

6.Tai cac ban goc theme chlnh hang ghi vao
7. Treong hop sir dung giao dién viét riéng, copy tam vao va quét ludn folder chira theme
8.Import lai database vao va quét database thong qua cac plugin nhw Ninja Scanner

*
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CAC VAN PE KY THUAT CUA KHOI PHUC BACKUP WEBSITE

e MOI trrong khoi phuc - la Hosting/VPS ma&i
e D{¥ liéu duwoc tai vé tr cAc ngudn can co6 tdéc do cao, vd Google Drive, SFTP, S3
e Ban backup chtra gi?

o Source Code

o Database
o File uploads |« . ." - ry :’ i “ o° .
« Ban backup E dinh, d'ang.g’.z ncr'ement/?ulfbatkup "7.‘“_ — L. f
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KHOI PHUC WEBSITE Bl HACK - KHONG CO BACKUP SACH

e Caitrang 1 website WordPress v&i version méi nhat
e Xac dinh cac plugin FREE c6 thé sir dung va tai vé tir ngudn wordpress.org
e Xac dinh céac plugin premium ma c6 key chinh hang c6 thé tai vé
e Kiém tra thw muc uploads, dac biét |a scan cac file .htacess, file chtra PHP
e Ti€n hanh import database, kiém tra cac dir liéu ttr table quan trong:

o WpP_options
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